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Endorsed Skills Profile
For

David Moss
Personal Profile
Attribute
Description
Seniority
Experienced Employee
Employment Contract
Permanent Full-time
Time in current job/role
1 to 3 Years
Time with Organisation
10 to 20 Years
Job/Role Title as entered
Computer Systems Officer
SFIA has been used in this assessment in 2 ways:
 To identify the level of responsibility and accountability in the current or most recent job/role held
 To assess the evidence provided and validate the current prime skills and skill levels
SFIA attainment scoring for both the level of responsibility AND professional skills is defined from level 1 through 7
as shown in the table to the right.
Richard Ellison, a SFIA Accredited Consultant, recently endorsed the SFIA levels of responsibility and, skills and skill
levels of David Moss , based on available evidence.

Endorsed Generic Levels of Responsibility
Attribute
Autonomy

Influence

Complexity

Knowledge

Business Skills

Level Description
Works under broad direction. Work is often self-initiated. Is fully responsible for
meeting allocated technical and/or project/supervisory
objectives. Establishes milestones and has a significant role in the assignment of tasks
and/or responsibilities.
Influences customers, suppliers and partners at account level. May have some
responsibility for the work of others and for the allocation of resources. Participates in
external activities related to own specialism. Makes decisions which influence the
success of projects and team objectives. Collaborates regularly with team members,
users and customers. Engages to ensure that user needs are being met throughout.
Performs an extensive range and variety of complex technical and/or professional work
activities. Undertakes work which requires the application of fundamental principles in
a wide and often unpredictable range of contexts. Understands the relationship
between own specialism and wider customer/organisational requirements.
Is fully familiar with recognised industry bodies of knowledge both generic and specific.
Actively seeks out new knowledge for own personal development and the mentoring or
coaching of others. Develops a wider breadth of knowledge across the industry or
business. Applies knowledge to help to define the standards which others will apply.
Communicates fluently, orally and in writing, and can present complex information to
both technical and non-technical audiences. Plans, schedules and monitors work to
meet time and quality targets. Facilitates collaboration between stakeholders who
share common objectives. Selects appropriately from applicable standards, methods,
tools and applications. Fully understands the importance of security to own work and
the operation of the organisation. Seeks specialist security knowledge or advice when
required to support own work or work of immediate colleagues.

Level Achieved
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No.
5

Enable

4
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5
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5
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4
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Endorsed Professional Skills
The descriptions shown below are those related to the highest level of ‘green’ core skill endorsed for the participant for each identified skill. All
level definitions are available on the SFIA website – www.sfia-online.org
Analytics (INAN)
Overall description - The application of mathematics, statistics, predictive modeling and machine-learning techniques to discover meaningful
patterns and knowledge in recorded data. Analysis of data with high volumes, velocities and variety (numbers, symbols, text, sound and image).
Development of forward-looking, predictive, real-time, model-based insights to create value and drive effective decision-making. The identification,
validation and exploitation of internal and external data sets generated from a diverse range of processes.
Highest
Level Description
Level
Applies a range of mathematical, statistical, predictive modelling or machine-learning techniques in consultation with experts if
appropriate, and with sensitivity to the limitations of the techniques. Selects, acquires and integrates data for analysis. Develops
4
data hypotheses and methods, trains and evaluates analytics models, shares insights and findings and continues to iterate with
additional data.
Data visualisation (VISL)
Overall description - The process of interpreting concepts, ideas, and facts by using graphical representations. Condensing and encapsulating the
characteristics of data, making it easier to surface opportunities, identify risks, analyse trends, to drive effective decision-making. Presenting
findings and data insights in creative ways to facilitate the understanding of data across a range of technical and non-technical audiences.
Highest
Level Description
Level
Applies a of variety visualisation techniques and designs the content and appearance of data visuals. Operationalises and
4
automates activities for efficient and timely production of data visuals. Selects appropriate visualisation approach from a range
of applicable options. Contributes to exploration and experimentation in data visualisation.
Consultancy (CNSL)
Overall description - The provision of advice and recommendations, based on expertise and experience, to address client needs. May deal with one
specialist subject area, or can be wide ranging and address strategic business issues. May also include support for the implementation of any
agreed solutions.
Highest
Level Description
Level
Takes responsibility for understanding client requirements, collecting data, delivering analysis and problem resolution.
Identifies, evaluates and recommends options, implementing if required. Collaborates with, and facilitates stakeholder groups,
5
as part of formal or informal consultancy agreements. Seeks to fully address client needs, enhancing the capabilities and
effectiveness of client personnel, by ensuring that proposed solutions are properly understood and appropriately exploited.
Specialist advice (TECH)
Overall description - The development and exploitation of expertise in any specific area of information or communications technology, digital
working, specific techniques, methodologies, products or application areas, for the purposes of providing specialist advice.
Highest
Level Description
Level
Actively maintains recognised expert level knowledge in one or more identifiable specialisms. Provides definitive and expert
advice in their specialist area(s). Oversees the provision of specialist advice by others, consolidates expertise from multiple
5
sources, including third party experts, to provide coherent advice to further organisational objectives. Supports and promotes
the development and sharing of specialist knowledge within the organisation.
Emerging technology monitoring (EMRG)
Overall description - The identification of new and emerging technologies, products, services, methods and techniques. The assessment of their
relevance and the potential impacts (both threats and opportunities) upon business enablers, cost, performance or sustainability. The
communication of emerging technologies and their impact.
Highest
Level Description
Level
Supports monitoring of the external environment and assessment of emerging technologies to evaluate the potential impacts,
threats and opportunities to the organisation. Contributes to the creation of reports, technology roadmapping and the sharing
of knowledge and insights.
Continuity management (COPL)
Overall description - The provision of service continuity planning and support, as part of, or in close cooperation with, the function which plans
business continuity for the whole organisation. The identification of information systems which support critical business processes. The assessment
of risks to critical systems' availability, integrity and confidentiality. The co-ordination of planning, designing, testing and maintenance procedures
and contingency plans to address exposures and maintain agreed levels of continuity.
4
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Highest
Level

Level Description

Implements and contributes to the development of a continuity management plan. Coordinates the assessment of risks to the
availability, integrity and confidentiality of systems that support critical business processes. Coordinates the planning, designing,
and testing of maintenance procedures and contingency plans.
Network planning (NTPL)
Overall description - The creation and maintenance of overall network plans, encompassing the communication of data, voice, text and image, in
the support of an organisation's business strategy. This includes participation in the creation of service level agreements and the planning of all
aspects of infrastructure necessary to ensure provision of network services to meet such agreements. Physical implementation may include copper
wire, fibre-optic, wireless, or any other technology.
Highest
Level Description
Level
4

Creates and maintains network plans for own area of responsibility, contributes to setting service level agreements, and plans
the infrastructure necessary to provide the network services to meet such agreements.
Solution architecture (ARCH)
Overall description - The design and communication of high-level structures to enable and guide the design and development of integrated
solutions that meet current and future business needs. In addition to technology components, solution architecture encompasses changes to
service, process, organisation, and operating models. The provision of comprehensive guidance on the development of, and modifications to,
solution components to ensure that they take account of relevant architectures, strategies, policies, standards and practices (including security) and
that existing and planned solution components remain compatible.
Highest
Level Description
Level
5

Contributes to the development of solution architectures in specific business, infrastructure or functional areas. Identifies and
evaluates alternative architectures and the trade-offs in cost, performance and scalability. Produces specifications of cloud4
based or on-premises components, tiers and interfaces, for translation into detailed designs using selected services and
products. Supports a change programme or project through the preparation of technical plans and application of design
principles that comply with enterprise and solution architecture standards (including security).
Data management (DATM)
Overall description - The management of practices and processes to ensure the security, quality, integrity, safety and availability of all forms of
data and data structures that make up the organisation’s information. The management of data and information in all its forms and the analysis of
information structure (including logical analysis of taxonomies, data and metadata). The development of innovative ways of managing the
information assets of the organisation.
Highest
Level Description
Level
Takes responsibility for the accessibility, retrievability, security, quality, retention and ethical handling of specific subsets of
data. Assesses the integrity of data from multiple sources. Provides advice on the transformation of data/information from one
4
format or medium to another. Maintains and implements information handling procedures. Enables the availability, integrity
and searchability of information through the application of formal data and metadata structures and protection measures.
Manipulates specific data from information services, to satisfy defined information needs.
Methods and tools (METL)
Overall description - The definition, tailoring, implementation, assessment, measurement, automation and improvement of methods and tools to
support planning, development, testing, operation, management and maintenance of systems. Ensuring methods and tools are adopted and used
effectively throughout the organisation.
Highest
Level Description
Level
Provides advice and guidance to support adoption of methods and tools and adherence to policies and standards. Tailors
processes in line with agreed standards and evaluation of methods and tools. Reviews and improves usage and application of
methods and tools.
Project management (PRMG)
Overall description - The management of projects, typically (but not exclusively) involving the development and implementation of business
processes to meet identified business needs, acquiring and utilising the necessary resources and skills, within agreed parameters of cost, timescales,
and quality. The adoption and adaptation of project management methodologies based on the context of the project and selecting appropriately
from predictive (plan-driven) approaches or adaptive (iterative/agile) approaches.
Highest
Level Description
Level
4

4

Defines, documents and carries out small projects or sub-projects (typically less than six months, with limited budget, limited
interdependency with other projects, and no significant strategic impact), alone or with a small team, actively participating in all
phases. Identifies, assesses and manages risks to the success of the project. Applies appropriate project management methods
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and tools whether predictive (plan-driven) approaches or adaptive (iterative/agile) approaches. Agrees project approach with
stakeholders, and prepares realistic plans (including quality, risk and communications plans) and tracks activities against the
project schedule, managing stakeholder involvement as appropriate. Monitors costs, timescales and resources used, and takes
action where these deviate from agreed tolerances. Ensures that own projects are formally closed and, where appropriate,
subsequently reviewed, and that lessons learned are recorded.
Business analysis (BUAN)
Overall description - The methodical investigation, analysis, review and documentation of all or part of a business in terms of business goals,
objectives, functions and processes, the information used and the data on which the information is based. The definition of requirements for
improving processes and systems, reducing their costs, enhancing their sustainability, and the quantification of potential business benefits. The
collaborative creation and iteration of viable specifications and acceptance criteria in preparation for the deployment of information and
communication systems. The adoption and adaptation of business analysis approaches based on the context of the work and selecting
appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile) approaches.
Highest
Level Description
Level
Investigates operational requirements, problems, and opportunities, seeking effective business solutions through improvements
in automated and non-automated components of new or changed processes. Assists in the analysis of stakeholder objectives,
and the underlying issues arising from investigations into business requirements and problems, and identifies options for
4
consideration. Works with stakeholders, to identify potential benefits and available options for consideration, and in defining
acceptance tests. Contributes to selection of the business analysis methods, tools and techniques for projects; selecting
appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile) approaches.
Programming/software development (PROG)
Overall description - The planning, designing, creation, amending, verification, testing and documentation of new and amended software
components in order to deliver agreed value to stakeholders. The identification, creation and application of agreed software development and
security standards and processes. Adopting and adapting software development lifecycle models based on the context of the work and selecting
appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile) approaches.
Highest
Level Description
Level
Designs, codes, verifies, tests, documents, amends and refactors moderately complex programs/scripts. Applies agreed
standards and tools, to achieve a well-engineered result. Collaborates in reviews of work with others as appropriate.
Network design (NTDS)
Overall description - The production of network designs and design policies, strategies, architectures and documentation, covering voice, data, text,
e-mail, facsimile and image, to support strategy and business requirements for connectivity, capacity, interfacing, security, resilience, recovery,
access and remote access. This may incorporate all aspects of the communications infrastructure, internal and external, mobile, public and private,
Internet, Intranet and call centres.
Highest
Level Description
Level
3

Produces outline system designs and specifications, and overall architectures, topologies, configuration databases and design
documentation of networks and networking technology within the organisation. Specifies user/system interfaces, including
5
validation and error correction procedures, processing rules, access, security and audit controls. Assesses associated risks, and
specifies recovery routines and contingency procedures. Translates logical designs into physical designs.
Systems integration and build (SINT)
Overall description - The planning, implementation and control of activities to integrate/build components, subsystems and interfaces to create
operational systems, products or services for delivery to customers, or for internal or interim purposes such as testing. The development of
organisational capabilities for systems integration and build including automation and continuous integration.
Highest
Level Description
Level
Identifies, evaluates and manages the adoption of appropriate tools, techniques and processes (including automation and
continuous integration) to create a robust integration framework. Leads integration work in line with the agreed system and
5
service design. Monitors and reports on the results of each integration and build. Designs and builds integration components
and interfaces. Contributes to the overall design of the service and the definition of criteria for product and component
selection. Contributes to development of systems integration policies, standards and tools.
Porting/software configuration (PORT)
Overall description - The configuration of software products into new or existing software environments/platforms.
Highest
Level Description
Level
Configures software and equipment and tests platform-specific versions of one or more software products. Reports the
outcome of testing and identifies potential improvements to the process and to the software products according to agreed
designs and standards.
Systems installation/decommissioning (HSIN)
4
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Overall description - The installation, testing, implementation or decommissioning and removal of cabling, wiring, equipment, hardware and
associated software, following plans and instructions and in accordance with agreed standards. The testing of hardware and software components,
resolution of malfunctions, and recording of results. The reporting of details of hardware and software installed so that configuration management
records can be updated.
Highest
Level Description
Level
Undertakes routine installations and de-installations of items of hardware and/or software. Takes action to ensure targets are
met within established safety and quality procedures, including, where appropriate, handover to the client. Conducts tests of
hardware and/or software using supplied test procedures and diagnostic tools. Corrects malfunctions, calling on other
4
experienced colleagues and external resources if required. Documents details of all hardware/software items that have been
installed and removed so that configuration management records can be updated. Develops installation procedures and
standards, and schedules installation work. Provides specialist guidance and advice to less experienced colleagues to ensure best
use is made of available assets, and to maintain or improve the installation service.
Service acceptance (SEAC)
Overall description - The achievement of formal confirmation that service acceptance criteria have been met, and that the service provider is ready
to operate the new service when it has been deployed. (Service acceptance criteria are used to ensure that a service meets the defined service
requirements, including functionality, operational support, performance and quality requirements).
Highest
Level Description
Level
Engages with technical design and project managers or Project Management Office, to ensure correct products are produced, in
a timely fashion. Evaluates the quality of project outputs against agreed service acceptance criteria.
Configuration management (CFMG)
Overall description - The planning, management, control and governance of organisational, project and service assets and artefacts. The
identification, classification and specification of configuration items (CIs) and their inter-relationships. Identifying the configuration and version of
source code, software, systems, documents and service dependent CIs at distinct points in time. Systematically controlling changes to the
configuration and maintaining the integrity and traceability of the configuration throughout the project, system and/or service life cycle. Identifying
and documenting the functional and physical characteristics of CIs, controlling changes to those characteristics, recording and reporting change
processing and implementation status. Verifying and auditing CIs for data quality and compliance with specified internal and external requirements.
Highest
Level Description
Level
5

Applies tools, techniques and processes to track, log and correct information related to configuration items. Verifies and
approves changes ensuring protection of assets and components from unauthorised change, diversion and inappropriate use.
3
Ensures that users comply with identification standards for object types, environments, processes, lifecycles, documentation,
versions, formats, baselines, releases and templates. Performs audits to check the accuracy of information and undertakes any
necessary corrective action under direction.
Asset management (ASMG)
Overall description - The management of the lifecycle for all managed assets (hardware, software, intellectual property, licences, warranties etc)
including security, inventory, compliance, usage and disposal, aiming to protect and secure the corporate assets portfolio, optimise the total cost of
ownership and sustainability by minimising operating costs, improving investment decisions and capitalising on potential opportunities. Knowledge
and use of international standards for asset management and close integration with security, change, and configuration management are
examples of enhanced asset management development.
Highest
Level Description
Level
Applies tools, techniques and processes to create and maintain an accurate asset register. Produces reports and analysis to
support asset management activities and aid decision making.
Change management (CHMG)
Overall description - The management of change to the service infrastructure including service assets, configuration items and associated
documentation. Change management uses requests for change (RFC) for standard or emergency changes, and changes due to incidents or
problems to provide effective control and reduction of risk to the availability, performance, security and compliance of the business services
impacted by the change.
Highest
Level Description
Level
3

4
Assesses, analyses, develops, documents and implements changes based on requests for change.
Radio frequency engineering (RFEN)
Overall description - The deployment, integration, calibration, tuning and maintenance of radio frequency (RF) and analogue elements of IT
systems.
Highest
Level Description
Level
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Investigates and resolves system-wide fault conditions using a wide range of diagnostic tools and techniques. Reconfigures
equipment to circumvent temporary outages.
Learning delivery (ETDL)
Overall description - The transfer of business and/or technical skills and knowledge and the promotion of professional attitudes in order to facilitate
learning and development. Uses a range of techniques, resources and media (which might include eLearning, on-line virtual environments, selfassessment, peer-assisted learning, simulation, and other current methods).
Highest
Level Description
Level
4

3

Delivers learning activities to a variety of audiences. Teaches, instructs, trains students/learners in order to develop knowledge,
techniques and skills using appropriate methods, tools, online environments, equipment and materials. Oversees
students/learners in performing practical activities and work, advising and assisting where necessary. Provides detailed
instruction where necessary and responds to questions, seeking advice in exceptional conditions beyond own experience.
Assists with the development of examples and case study material for use within pre-defined learning material.

Sourcing (SORC)
Overall description - The provision of policy, internal standards and advice on the procurement or commissioning of externally supplied and
internally developed products and services. The provision of commercial governance, conformance to legislation and assurance of information
security. The implementation of compliant procurement processes, taking full account of the issues and imperatives of both the commissioning and
supplier sides. The identification and management of suppliers to ensure successful delivery of products and services required by the business.
Highest
Level Description
Level
Prepares pre-qualification questionnaires and tender invitations in response to business cases. Recognises the difference
between open source and proprietary systems options. Produces detailed evaluation criteria for more complex tenders and
assists in evaluation of tenders.
Supplier management (SUPP)
Overall description - The alignment of an organisation’s supplier performance objectives and activities with sourcing strategies and plans,
balancing costs, efficiencies and service quality. The establishment of working relationships based on collaboration, trust, and open communication
in order to encourage co-innovation and service improvement with suppliers. The proactive engagement of suppliers for mutual benefit to resolve
operational incidents, problems, poor performance and other sources of conflict. The use of clear escalation paths for discussing and resolving
issues. The management of performance and risks across multiple suppliers (internal and external) using a set of agreed metrics.
Highest
Level Description
Level
3

Collects supplier performance data and investigates problems. Monitors and reports on supplier performance, customer
satisfaction, and market intelligence. Validates that suppliers' performance is in accordance with contract terms. Engages
4
proactively and collaboratively with suppliers to resolve incidents, problems, or unsatisfactory performance. Implements
supplier management-related service improvement initiatives and programmes.
Relationship management (RLMT)
Overall description - The systematic identification, analysis, management, monitoring and improvement of stakeholder relationships in order to
target and improve mutually beneficial outcomes. Gains commitment to action through consultation and consideration of impacts. Design the
relationship management approach to be taken; including roles and responsibilities, governance, policies, processes, and tools, and support
mechanisms. Creatively combines formal and informal communication channels in order to achieve the desired result.
Highest
Level Description
Level
4

Implements stakeholder engagement/communications plan. Deals with problems and issues, managing resolutions, corrective
actions, lessons learned and the collection and dissemination of relevant information. Collects and uses feedback from
customers and stakeholders to help measure effectiveness of stakeholder management. Helps develop and enhance customer
and stakeholder relationships.
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